
 

 

Information Security Is an Organizational Discipline, 

Not an IT Function 

Security owned by IT is operational; security owned by leadership is strategic. 

One of the most unifying insights of the chapter is that information security cannot be owned 

by IT alone. Information does not live exclusively in systems—it flows across people, processes, 

technology, and decision-making. As a result, security failures rarely originate from technical 

controls alone; they emerge from governance gaps, unclear accountability, and unmanaged 

organizational behavior. 

When security is treated as an IT responsibility, it becomes reactive and tool-driven. When it is 

positioned as an organizational discipline—anchored in leadership, governance, and 

accountability—it becomes strategic, proactive, and resilient. 

Security owned by IT focuses on systems. 

Security owned by leadership governs how the organization operates. 

“Security is not a department—it is an organizational capability. 

 


