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About the
Course

This course provides a structured and governance-focused understanding of human resource security as
a critical pillar of information security where people are both the primary risk factor and the primary line of
defense. It explains why technical controls fail when human risks are unmanaged and how insider
threats, negligence, and social engineering undermine security programs. The course examines human
attack surfaces across the employee lifecycle, threat actors, behavioral indicators, and social engineering
techniques. It covers preventive, detective, and responsive controls, awareness programs, and lifecycle-
based HR security practices. Emphasis is placed on coordination between HR, |AM, physical security,
endpoint security, and incident management. The course positions human resource security as a

governance, culture, and accountability discipline rather than a training-only function.

Learning
Objectives

A clear understanding of human resource N

g I C “  Aconceptual understanding of preventive,
security as a core security domain &

detective, and responsive measure:

The ability to identify insider and
human-focused threat patterns

The ability to integrate HR security
into ISMS, IAM, and governance

The ability to apply lifecycle-based HR
security controls

A structured understanding of social
engineering risks and technique;
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Key Topics

Key Topics

Social engineering techniques and psychology

Insider threats and human attack surface
(

Preventive, detective, and responsive human controls

. .

Employee lifecycle security management Governance, culture, and limits of HR security

Pre Requisites

e Basic understanding of information security principles
e Information Security Essentials Courses

¢ General knowledge of organizational processes or IT operations
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What You Will

Receive
@1 ]
) ) Complementary Files
Course Presentation File & Toolkit

Who
Should Attend

* Information Security and ISMS Managers

* HR professionals involved in security-sensitive roles
* GRC, risk, and compliance professionals

* IAM and access governance teams

» SOC and incident management professionals

» Managers and leaders responsible for staff oversight
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Foundations of Human Resource Security

* Purpose and role of HR security
* People as primary risk and primary defense
¢ Relationship to IAM, physical security, endpoint security, and incident management

Human Threat Actors and Attack Surface

* Negligent and malicious insiders
¢ Contractors, third parties, and former employees
» Onboarding, privileged users, executives, and remote workers

Indicators of Insider Threat and Human Attacks

* Behavioral changes and policy violations
* Suspicious requests and control circumvention
» Social engineering indicators

Social Engineering Fundamentals and Techniques

* Psychological principles and why attacks succeed
« Phishing, BEC, impersonation, and fraud

* Physical and digital social engineering vectors

Preventive Controls and Awareness Programs

* Background checks and segregation of duties
e Least privilege and access approval workflows
* Awareness, simulations, and role-based training

Detective and Responsive Controls

* Reporting mechanisms and verification procedures
« Dual control and call-back processes

¢ Insider indicator monitoring (policy-based)
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Employee Lifecycle Security Management

¢ Pre-employment screening and onboarding
¢ Role changes, access reviews, and ongoing training

e Termination, offboarding, and asset recovery

Governance, Legal Considerations, and Limits

¢ Policies, standards, and disciplinary processes
¢ Privacy, labor law, and due process boundaries

e Common failures and limits of HR security

Hands-on
Training

e Human Attack Surface and Insider Risk Assessment

¢ Social Engineering Threat Simulation and Analysis

¢ HR Security Controls and Preventive Measures Design

¢ Detection and Response Workflow for Human Security Incidents

¢ Employee Lifecycle Security Management Process

¢ HR Security Governance and Policy Integration
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