
 

Join us at the Ultimate Security professional workshop 

 

Terminus System Information Security Workshops & Training Courses Series 
LEARN HOW TO FIND YOUR OWN SYSTEMS 

VULNRABILITIES BEFORE THE BAD GUYS ATTACK 
THEM 

Register Now 

How can you provide Ultimate Security for your organization? 

Learn how to provide ultimate security for your organization. You will learn this hands-on 

at our Ultimate Security Workshop. This is one workshop series you wouldn't want to 

miss! 

This hands-on workshop focuses on tactics, techniques, and methodology to provide 

ISMS and beyond that for your information. 

Is this Workshop for you? 

If you have been considering upgrading your knowledge in Information Security 

implementation, develop your skills in ISMS implementation, this workshop is for 

you. 
Learn from the Pros on how to analyze the weakness in your information security 

implementation, assess how it can impact your business if not implemented well, and 

know how to secure your information from malicious attacks. 

http://www.terminusys.com/training%20calendar


 

THIS WORKSHOP IS A 1-DAY TRAINING CURRICULUM THAT PREPARES 

YOU TO PROTECT YOUR BUSINESS FROM ANY SECURITY INCIDENT. 

This workshop is an instructor-led, group-live instruction that includes relevant topics and 

hands-on practical exercises. Scenario-based practical exercises will be performed. 

Students will be shown how to use a special security tool and employ techniques to 

successfully secure their information. 

This workshop can accommodate up to 15 persons 

 

Key objectives 

This workshop is designed to provide a comprehensive understanding of how to establish 

robust information security measures within your organization. This workshop offers 

practical insights and methodologies essential for enhancing information security 

measures tailored to organizational needs and standards.  

Topics 

The topics covered include: 

 Assessing your current security status 

 Evaluating the urgency of implementing an Information Security Management 

System (ISMS) 

 Defining the necessity and goals of Information Security implementation 

 Establishing appropriate implementation boundaries 

 Readiness assessment for implementation 

 Overcoming challenges and ensuring a 100% successful implementation 

 Developing an investment plan aligned with business analysis 

 Conducting asset inventory and identifying critical business processes 



 

 Structuring a security organization 

 Defining project scope and analyzing gaps against security standards, 

frameworks, best practices, and legal requirements 

 Utilizing professional, advanced methods for asset evaluation, risk assessment, 

and risk treatment 

 Formulating a Security Strategic Plan 

 Creating security policies, procedures, and a comprehensive Training & 

Awareness program 

 Developing Business Continuity Planning (BCP) and Disaster Recovery Plans 

(DRP) 

 Budgeting for information security and calculating Return on Security Investment 

(ROSI) 

 Planning for Real-Time Protection (RTP) implementation 

 Managing project implementation and operational aspects 

 Conducting internal audits and assessing the effectiveness of Real-Time 

Protection 

 Implementing improvement plans 

 

 

 

 

 

Initiate 

A. Prepare 
1. Initiation 

 Readiness Assessment 

 Challenge Treatment 

 Information Containers’ Inventory 

2. Business Cognition 

 Organization Structure 

 Interested Parties 

 Business Goals & Objectives 

 Business Strategy 

 Jobs Information 

 Business Problems 

Do you need anything else? 

If you can add any topic missed in this structure, you get three free courses!!! 



 

 Products & Services 

 Training Records 

 Obligations 

 Environment Analysis 

3. Asset Inventory 

 Information 

 Software 

 Hardware 

 Infrastructure 

 Storage 

 Human Resource 

 Safe Area 

 Intangible 

4. Business Processes Analysis 

 List of Processes 

 Process Mapping 

 Process Documentation 

B. Plan 
5. Project Plan 

 Primary Assessment 

 Project Plan Development 

6. Security Architecture 

 Security Organization 

 Security Standards 

 Security Laws & Frameworks 

 Security Maturity Models 

7. Scope Definition 

 Internal – External Issues 

8. Gap Analysis 

 ISO27001 SOA 

 C2M2 

 CIS 

 CSF 

 GDPR 

 PEDIDA 

 CMM 

 ISM3 



 

9. Asset Evaluation 

 Goals Weighing 

 Process Weighing 

 Asset Impact Assessment 

 Financial Value of Assets 

 Asset Evaluation 

Implement 

C. Design 
10. Risk Assessment 

 Risk Identification 

 Risk Evaluation 

11. Security Strategic Plan 

 Security Goals Definition 

 Security Objectives Definition 

 Risk Acceptance Level 

 Security Strategy 

12. Security Policy Development 

 Security Policy Development 

 Security Technical Policies Development 

 Security Procedures Development 

13. Risk Treatment 

 RTP Development 

 RTP Effectiveness Assessment 

14. Training & Awareness 

 Training Plan Development 

 Awareness Plan Development 

15. Business Continuity 

 Business Continuity & Disaster Recovery Plan Development 

D. Implement 
16. Implementation Planning 

 Budgeting & ROSI Calculation 

 Implementation Plan Development 

17. Implementation Management 

 Implementation Project Management Plan Development 

 



 

Intelligence 

E. Operate 
18. Operation Management 

 Implementation Project Management 

Improvement 

F. Optimize 
19. Audit 

 Effectiveness Assessment 

 Internal Audit 

20. Review 

 Management Review 

 Corrective Actions  

21. Improvement 

 Corrective Actions Implementation 

 
For more information or if you would like to register, visit our web site 

www.terminus-system.com or email training@terminusys.com 
 
 

Register Now 

 
 

http://www.terminusys.com/training%20calendar

